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About Phoenix Datacom

Phoenix Datacom is an independent ISO9001 certified UK business that specialises in the provision of solutions that enhance
the Security, Performance and Availability of Networks and Applications.

Addressing key issues that large scale IT infrastructures face; from combating the complexity and ever changing threat of cyber-
attacks, to ensuring that business applications are tuned and available, as well as empirically testing that networks, applications

and security systems are robust and fit for purpose.

We address these challenges with specialist knowledge, experience and solutions in the following network and security areas:

Advanced network Network & application Next generation Stress testing of both
access for monitoring performance monitoring Security & protection network and security
and analysis tools & analysis systems systems

Established nearly 30 years ago, Phoenix Datacom has built an excellent reputation as a highly trusted integrator with unrivalled
technical expertise - providing a pre and post-purchase service that is reliable and frequently exceeds customer expectations.
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IPTV Transmission Basics
Reception Conversion Distribution

Regional reception for delivery via HFC network
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Where do the problems come from?
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Problems at the Head End?

Unwanted interference...
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Old or outdated equipment...
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Improvised/temporary solutions
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Trouble in the network?
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Congestion and poorly configured devices
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How do we detect and measure problems?
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In the Network - What to measure

® |P Packet Drops
* |P Packet Jitter

* Signal outages

*ETSI TS 102 34: “Digital Video Broadcasting (DVB); Transport of MPEG-2 Based DVB Services over IP Based Networks”
states the following two important parameters in terms of quality of television carriage over IP networks to subscriber
premises:

- Section 7.2.1.1: MAXIMUM litter - 40 ms peak-to-peak
-“Packet jitter is defined as the variation in delay between the source of the stream and the end device.”

- Section 7.2.2.1: MAXIMUM one noticeable artifact per hour
-“The IP packet error rate that results in this quality level depends on the transport stream bit rate. For a 4
Mb/s transport stream with seven transport stream packets per IP packet, one error per hour is equivalent to
an IP packet error rate of less than 1 x 10-6.”
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What is Jitter: Inter Arrival Time
AT |
H B B . . l B [ Ethernet UDP Packets @ x,xx Mb/s
i Longer
' |AT (litter)
EE N EEEN

Too much jitter causes packet
collisions and therefore packet loss

e |AT — Inter Arrival Time: The time between neighbouring IP frames
e The variation of IAT is a measure of packet jitter

e The peak value of IAT is of interest when measuring jitter
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....E. What is “Media” Packet loss?

4

Ethernet UDP Frame 1514 bytes

/\

|

188byte / 204 byte TS packet

Ethernet frame can be max 1514 bytes resulting in maximum of 7 TS per UDP frame
(UDP payload length = 1316 bytes)

e Industry standard for IPTV is still 7TS/UDP
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* With 7TS/UDP there exists no sequence counter on IP or UDP layer so it is impossible to detect packet
drops unless you look into application layer.

* We derive packet drops from the sequence counters inside MPEG-2 Transport Stream

® Each program identifier (PID) has its own 4-bit sequence counter.

®* When losing one whole IP frame due to network issues you will normally drop 7 MPEG-2 TS packets at a

time but not always (NULLs or Stuffing have invalid CC fields)

®* When losing TS packets due to bad input signal it is usually sporadic

( | I |
PID | PD | A0 | PiD | PID | PO | PID PD | PID | B0 [ PR | PID | PID | PID e M0 e MO e P
50 | 51| s0 | 51| 50 | 51| 50 s1 |50 [ 51 [s0 |51 |50 | 51 501 51 1 50 | 51 | 50 ) 51 | 50
12 | oo | 13 | o1 | 14 | o2 | 15 i (oo | o |01 | o5 [ o2 | o8 o2 | 07 [ o4 (OB | OS5 | 09 [ OF

pip [P0 [P0 [ P [ PiD | PID | PiD pip | PD | PID | PID FID |
51 50 51 50 51 50 51 50 51 50 51 51 |
10 | o7 | 11 | o8 | 12|09 |13 10 |14 | 11| 15 00 |

__ 1
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NETWORK PERFORMANCE AND SECURITY How to make sense of the Data with Media Window

Total of
o measurements
IAT Limits Channel over time
i BridgeTV_VVF X ‘
Media Window/ selected channel
BridgeTV_VVF(228.100.1.11:1234) - Range:23h45m Resolution: 15m
AT ——  ES(IAT):. 18s
ims ES(MLR): 28m
ES(RTP): 0
IAT ES(overfi): 0
ES(nosig): 10s
IAT: 1.8
| B MLR: 0
MR . LU Eie
LLL? ‘ Lr L
12:00Th 15:06Th 18:0‘0Th 21:00Th 00:00Fr 03:0>0Fr 06:00Fr 09:00Fr 11:45Fr
[Cose|  [WTMR] [BwMR| [WTRTP|  [i|[«|[»][] [-4days| [-24hous| [-8hours| [-g0min| [Running]
/ \\T/ ’ N\ \
MLR Limits Types of graphs Graph time Current IAT (ms) & MLR

measurement
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At the Source - Contribution Data

Bad weather, rain fade
DISNEY CHANNEL x

Media Window - selected channel

ES(OF) 168
s ES(MLR). 128s
- ES(RTP) 0
10 ES(overt) 0
ES(nosg) 37s
[ | IAT: 3.1

—U.lmr,_\_,\m IU—L/— | MLR: 57

1357 13.58Th 13.56Th 14.00Th 0142

Close IATMLR | BW.MLR  IATRTP <l <<||>> || > ~4 days | ~24 hours | ~8 hours  ~90 min | Running

MLR Errors increase steadily until they’re so bad it causes jump in IAT followed by
No Signal alarm. Signal starts to recover after about one minute
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Downlink

Snow on the Satellite Antenna

.-

VBC - VideoBRIDGE Controller

R
Legn

. l.l;ul;u\,
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Blade TV MUXZ 20 MU TV MU, 2 W2 e e

Man Aaems . Compare Mo VW S0P Obeost CIRZN AN FIN See Oma Shet
Vst xe

Meda Vonadrw st ted (harved

Sheam vew a "

Durts wew
Logs
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Steam puge
Regons a
Crorern
Arast

High IAT associated with no MLR over 24 hour period. Typical of snow.
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Detailed Examples

Bad Line Card

BridgeTV_VVF X
Media Window - selected channel
BridgeTV_VVF(228.100.1.11:1234) - Range:23h45m Resolution: 15m
AT 5 = ‘ 5 = = = 7 = 5 —  ES(IAT): 18s
(ms) 701 % : _ ES(MLR): 28m
’ | ES(RTP): 0
60 | ’ | ES(overfl): 0
| ES(nosig): 10s
L IAT: 1.8
| = MLR: 0
MLR ‘ L] e | I
(#s ‘. 3 ‘ ‘
12:00Th 15:00Th 18:00Th 21:00Th 00:00Fr 03:00Fr 06:00Fr 09:00Fr 11:45Fr
[Close|  [IATMLR| |BWMLR| [ATRTP| [][«<|[>>][>1]  [-4days] [~24hours| [~8hours| [-80min] [Running]

Continuous and worsening IAT & MLR errors over 24 hour period finally with 2 No Signal
events. Caused by a faulty line card in a switch.
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4

The power of a helicopter view of all channels

Network event or poor line card?

- - — - —

VBC - VideoBRIDGE Controller bridge tech

User.admin Blade MID-0204_2 (MID, MID-0204, 2, 192.168.104.150) Next
Login | (] — ,
m [ Main | [ Alarms | [ Compare || Mon || MW |[ROP || Ethemet || ETR 290 | [ ASI | [ FSM || Setup || Data | [ About | | -
OMomtonng Pos Name History Running ES{IAT) ESOAR) ESRTP) ESioverfi} ESnosi
Site
KT 48
Blade 11 TV2Fyn o ‘ - MRd 0 3s 0 0 0
Stream view D 7 T: 5.9
v 12 m ‘ = MLR 1258 0 3s 0 0 0
Thumbs view = = Wi
Logs 13 TV2 Charle S e - MLR 4922 0 3s 0 0 0
Site setu 2 | IAT: 5.1
i 14 D2Fm eee——— = V271 O ® % % J
Equipment el
User setup 15 gut o & WRM O I 0 0 0
Alarm setu IAT: 10.8
P 18 Kanald m MRz O 3s 0 0 0
Stream groups - = Wase
Reports 17 KanalS (DK) - - MRS O 3s 0 0 0
General 13 Disney Channel i WP # I3 0 0 0
About = = Wiss
19 Disnev XD - = MLR 298¢ 0 3s 0 0 0
20 IVE international - o GRS 30 0 0
10 Z-CFr 10:40Fr 10:50Fr 10:58Fr Graph: Range:28m Resolution: 1m
[Corpge| [u] [WME] [wue] [wrRw]  [i][<][>][] [4d] [-2¢n] [-en] [ow]  [cesr] [1120:pege2mux[w] [+1] []
VBC alarms \ Clear alarms I Page 1 [ Page -1 ] Page +1 iageos

Simultaneous error repeated across multiple streams all serviced by same line card.
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Problems with the video
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Video- What to measure

ETSI TR 101 290
S

Ersi ETR 290

Specification describing a set of checks ol
to use when monitoring Transport S e e ST 0012

ICS: 33.020

Streams in DVB systems e SO

The checks are divided into three R St
priorities according to severity B

Digital Video Broadcasting (DVB);
Measurement guidelines for DVB systems

The tests are designed to detect errors
that can cause problems for STBs

ETSI

European Telecommunications Standards Institute
ETSI Secretariat

Independent of media - same checks for S A e

X.400: ¢ i ot

Tol +33492944200-Fax +334936547 16

IP, cable, satellite, terrestrial. R o s
Usually abbreviated to ETR 290
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NETWORK PERFORMANCE AND SECURITY

Why is ETR 290 so Important?

 |tis the monitoring standard known by traditional digital TV operators

— They all require this functionality

e ETSITR 101 290 can detect signal errors that can cause problems for STBs
— Not just transmission problem
— Requires full analysis of transport stream

— Can be performed on scrambled services too
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Visualizing ETR 290 with microETR

microETR

[Bthemetl | [ Ethemet?| [Ethemet3 | [Ethemet? | Sasesgapesc0 8 DV3
- ETR 101 2590 checks ~ Information
Priocrity 1 Priority 2 Priority 3 Other checks Interface checks Mon state: Mot cumently monitored
M T5 sync M Transport OwMT (141) O CA system M Interface overflow Maon start: 09:50:47 {1 m, 34 s ago)
M Sync byte M CcRC [ 5! Rep Rate M PID min. bitr. Maon end: 09:51:27 {54 5 ago)
M PaT B PCR M Unref PID M PID max. bitr Mon time: 40 s
M Continuity O PCR accur. {17 1) M sDT M PID cheds Tot bitrate: 4,008 Mbps
B PMT OpTs OeT {1:1) M Service min. bitr Eff bitrate: 4008 Mbps
M Missing PID B CAT ERsT M Service max. bitr TS ID: 27
OT10T (1/1) M Service cheds Mum services: 1
O mir Mum FIDs: 5
7 Show additional measurements ETR threshold: Ethemet ETR290
PID threshold: Default
| Clear status | | Show alarm graph Senvice thresh.- Default
WBC threshold: Default
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Blade 10G_CORE:10G (10.0.200.104)

Visualizing ETR 290 for the complete channel lineup

Main || Alams || OTT || Mon || Mw |[ RDP || Traffic || Ethemet || ETR 290 || F5M || Setup || Data || About |

ETR Overview || ETR Detals || Services || Bitrates || Tables || PIDlist |[ PCR || Status || ETRthresh. || PIDthresh. || Service thresh. |

Ethernet

Mon Lock Tuning setup

NRK_1
239.255.0.1:5500

NRK_2
239.255.0.2:5500

STAR
239.255.0.6:5500

BOOMERANG
239.2656.0.22:5500

CANAL+ FIRST
239265 .0.60:5500

CAMNAL+ SERIES
239.265.0.61:5500

CANAL+ EMOTION
239265 0.62:5500

A A AN |

Mon Lock Tuning setup

F

CANAL+ SPORT1 5
239.255.0.84:5500

CANAL+ SPORT1 D
239.255.0.65:5500

CARNAL+ ACTION
239.255.0.93:5500

CANAL+ SPORT2
239.255.0.94.5500

TW3_NORWAY
239.255.0.96:5500

NRK_3
239.255.0.110:5500

DISHEY JUNIOR
239.255.0.119:5500

A8 a0 .

Mon Lock Tuning setup

4

4

UL

HISTORY CHANNEL
235.255.0.120:5500

DISCOVERY HDv
239.255.0.200:5500

CANAL+ HITS
239.255.0.123:5500

BBC HD:
239.255.0.201:5500

VIASAT 4
239.255.0.126:5500

EUROCSPORT_HOR
239.255.0.107:5500

EURCSPORT_2
2389.255.0.108:5500

microETR

':_D

b

4

Mon Lock Tuning setup

BBC_KNOWLEDGE
239.255.0.18:5500

CANAL+ 5F
239.255.0.135:5500

NRK HDv
239.255.0.203:5500

HISTORY HD
239.255.0.206:5500

HNRK Tegnsprak
2359.255.0.151:5600

TVZ BLISS
239.255.0.29:5500

TW2 NORWAY HD
239.255.0. 209:5500

microETR

i At

Solutions to enhance the performance & security of your networks & applications

www.phoenixdatacom.com



P/H|OJEIN|I X
DIA|TIA[CIOIM

NETWORK PERFORMANCE AND SECURITY

Summary

* Video issues can be from the transmission network or the received signal.

* Poor reception equipment can/will impair the quality.

* Ethernet network issues can only be packet drops due to IAT or over congested devices.
* Video content is check with ETR 101 290 to ensure the signal is usable by STB.

* Its important to have a view of all channels and devices to ensure you can diagnose the
route cause.
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Questions?
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